
 

 

Federal Agency Guidelines on Fraud during COVID-19 
 
From the Department of Homeland Security’s Cybersecurity and Infrastructure Security 
Agency (CISA):  

CISA TIPS 

• Avoid clicking on links in 
unsolicited emails and be wary of 
email attachments.  

• Use trusted sources—such as 
legitimate, government websites—
for up-to-date, fact-based 
information about COVID-19. 

• Do not reveal personal or financial 
information in email, and do not 
respond to email solicitations for this 
information. 

• Verify a charity’s authenticity before 
making donations. The Federal 
Trade Commission’s page on Charity 
Scams has more information. 

• Review CISA Insights on Risk 
Management for COVID-19 for 
more information. 
  

  

 
  



 

 

From the Department of Health and Human 
Services: 

HHS Tips 

• Scammers are offering COVID-19 tests to 
Medicare beneficiaries in exchange for 
personal details, including Medicare 
information. However, the services are 
unapproved and illegitimate. 

• Fraudsters are targeting beneficiaries in a 
number of ways, including telemarketing 
calls, social media platforms, and door-to-
door visits. 

• These scammers use the coronavirus 
pandemic to benefit themselves, and 
beneficiaries face potential harms. The 
personal information collected can be used 
to fraudulently bill Federal health care 
programs and commit medical identity theft. 
If Medicare or Medicaid denies the claim for 
an unapproved test, the beneficiary could be 
responsible for the cost. 
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